BEE CYBER SMART
WITH Al

It's as easy as A-B-C!

As powerful as Al can be, it can put Yale’s sensitive
data at risk. We all play a part in ensuring we use Al
safely and securely. We’'ve got you covered!

Build cyber smart Al habits — one letter at a time!

A Al Awareness

Know that Al tools may store, learn
R A from, or reuse what you share.

N o Explore which Al tools are available
Tl : C and supported at Yale.

Understand both the strengths and
C limitations of using Al tools.

O Know the sensitivity and risk of your
data: High, Moderate, or Low.

Match your data with an Al tool
O appropriate for the data’s risk level.

Only use Al tools that are secured for
O the risk classification of your data.

Click with Caution

O Stay vigilant for phishing even if an
email is polished or personalized.

O Verify unusual email requests even if
the message appears professional.

Slow down and ask questions before
O clicking or responding.

Additional Yale Resources

Discover more about Al and cybersecurity
at Yale by clicking on the resources below!

Yale’s Al Tools and Resources Know Your Risk Guide

Click with Caution Guide Data Classification Guideline

Yale Information Security



https://cybersecurity.yale.edu/
https://ai.yale.edu/yales-ai-tools-and-resources
https://ai.yale.edu/yales-ai-tools-and-resources
https://cybersecurity.yale.edu/click-with-caution
https://cybersecurity.yale.edu/data-classification
https://cybersecurity.yale.edu/know-your-risk

