
Yale-MSS-1:
Know Your Security Requirements

Yale-MSS-1:
System Classification

Yale-MSS-2:
Inventory the System

Yale-MSS-2:
System Inventory

Yale-MSS-3:
Plan for Disaster Recovery (DR)

Yale-MSS-3:
Disaster Recovery (DR)  

Yale-MSS-4:
Physically Secure the System

Yale-MSS-4:
Physical Security

Yale-MSS-5:
Secure configuration of hardware & software

Yale-MSS-5:
Software security

Yale-MSS-6:
Use Supported Software  

Yale-MSS-7:
Ensure routine and timely patching

Yale-MSS-6: Patching

Yale-MSS-8:
Protect the data

Yale-MSS-7:
Data Protection

Yale-MSS-9:
Develop and maintain secure software

Yale-MSS-8:
Application Development Security

Yale-MSS-10:
Manage access to the system

Yale-MSS-9:
Authentication and Authorization

Yale-MSS-11:
Control the use of privileged accounts

Yale-MSS-12:
Secure the network and control network ports

Yale-MSS-10:
Network Exposure

Yale-MSS-13:
Training

Yale-MSS-11:
Security Training

Yale-MSS-14:
Implement Methods of Intrusion Detection

Yale-MSS-12:
Intrusion Detection

Yale-MSS-15:
Collect and preserve audit Logs

Yale-MSS-13:
Logging

Yale-MSS-16:
Respond to and manage security incidents   

Yale-MSS-14:
Security Incident Response
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